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I.A &

ICT 7|9 Tt S453 g4tog o8 AZoA ICT7F AAlske HISo] HA
FUEL Aot F, ICTY 82 T3t A2 dF7T ofvet A& Ao F5
I gler, oo what AtoH FZH(cyberspace)o|2t= ZHEe] FIHE -2 SASHE ]
th(Jordan, 1999, pp.1~7). Tl&o], Ato|H] F7t} @A F7to] Th=o] H gojAH
Al 71E0] A FtollA thRolflE B2 o]0l AtelH] FHO27HA] St o
7k it

QtH JHgo] AfolH] PO m SFE AtoH QFH I o]2gh wtofl A mtofgh 4= gl
o QbE ol Zid AAZF wi-e- EAFskal of e ZHd ol AT (Baldwin, 1997, pp.12~
17), =7} tE7F SAEE YH7] o] o= 1, 2H4, ol|A], =2l 5ol M=& ¢F
B oo st (AASE 2010, pp.10~16; AT 2005, pp.26~41), ICTE]
Hdo 2 Qte o] ¢Joo] AtolH] F7he 271A] S E QiTh AtolH QEHE= 7HQl, 7|4,
=7} A7 Sl AFAZE 2 Bk ofye}t AL AR, AA, ARl T A ZoFE
EERMHAEF, 2008, p.11). AAdd], 282U (Stuxnet) @ Hpo]2{29] ofgh & A]
A 34, $EuRte] 200989 24F AR|AAR(DDoS) 34 #H F2o 20114 5%
AtolH] H|2] AbE] T3 22 AtolH FA2 AfolH] FIHo9t Y E = A7} obd
o wofo] drtk e EWS do] AAFol1 A or JFe nd A=
AAF ZsiAAL At

TO™eE ol fEluetolle obd7EA] FA ol AR Q] =7F AFH o] Afe]
H QtH Zeo] et AAolct, 54 Y FLo =7t AfolH b eFs]|olE F9
AtolH] QtH mpAE|EHo] niE oFJolut, o]= Ato|H QtH o} AT A WA 4HzE
ojgh= oA o HL7kR] EFHo|HAE FAlO] LA W8S e T
A oAyt ?H, Eiutols Z=o] AtolH QhE ti-gof et 724l -89

2% vlggk Aot

o >

12
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it

2) PEAQ] ol sntct 271 (FIPREEAA) (HSEAS1U] @9t FRASIATA (2
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| AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

ofo] whet Bt A FHOR Fao] Ao e [k FaA Aol
W ohE i s 22 FFS st ofS HeoR 929 AlelH o
Hepel] ofst 712 WS AASIA Bk

1. m|2o| Ao|H| oty A

I Quinl Yol S Aoly] uel AIH F=

AtolH] QFHOf Tt ¥hlo] eupu} AR O] SO T AIXH AL ofyrh. MY
2] 58 AZo]% “THE NATIONAL STRATEGY TO SECURE CYBERSPACE
(20039 24¥) 5 AtolH] QtH e} st B U AE WHSHHA Al d= A
oh” shAlgt evtal 5 ¢ o] Fole Hih I3 HEE Hol, AtolH ¢tHE
=7F QtHO] Fa3t JdHFEOo= 7Skl Qlom A=Al HiojofA gt A-g oyt
AF2Q dgo® Wskete Hgs HolFa itk 11 thiiZQl o7} Afo]H QtH
W B A9E AR A} AloH AR R

Qupt 582 2009 AfolH QtH ¥l HAPRS Aldste] 2o A= (czan=
FA A 5= o AtolH Eapto| 9 st & f7r|E(Howard A. Schmidd)E 9
St tlEo] 448 S AT O R sk AtolH] ARYE(US. Cyber Command,
USCYBERCOM)E 2010 59¥ofl Adstict. v] Afo]H A= ek AFE(US.
Strategic Command, USSTRATCOM)®]| &5tH, S+ Ato]H AFHE(Army Cyber
Command, ARCYBER), A|24 3(24th USAF), &t Atolw At E(Fleet Cyber
Command, FLTCYBERCOM), st Ato]H] A E(Marine Forces Cyber Command:

lo,
o
i)
o
ko)

HYg AT ol4)ol Fae] A7t Eateo] 971 sy 2
o}, aeb el A Aol ghue] 7b A3Ael nRE HEste] JhFA thket ks
ol ghi Aeke A7JsHe | olo)s Fuxt gt

)
I _]Ll
ol

X,

lo

1T

iU
0.
o
L

O,

3) F BIANAL vl Y 7 ZAHe] Aol A o, Aol T et v]ao]
HOPY s, AolH) BAOE A wshel BB Ao HAGE BEZ st o], thh 434

o3 WolZql Ae FsA YL L & ek
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=3

MARFORCYBER)& A Ht}.”

o|fof = ul=-g HF AL HAUME Sl AtolH QtEof thieh M Wiyt nl=
o] = AHsk= dl st Ut =, 71E9] AtelH] AAS Askl, ME&
A atAa-& {8l 2009 “Arolw] A& HE H 1A (Cyberspace Policy Review:
Assuring a Trusted and Resilient Information and Communications Infrastructure)
£ Ulsston, o]& 7o s Zofl 5 160l “AtolH F3tol| tigh =4 M=k Y E
A3 MANA Sl ¥, ¢tE 2 F7§ A (International Strategy For Cyberspace:
Prosperity, Security, and Openness in a Networked World ©]s} ISC) H1AE &
Fopqlrt. Tt = Aol = olg|H o R 7Y 14U ‘AtolH FItofA o] =Hf
F 24 H2F (Department of Defense Strategy for Operating in Cyberspace, ©]s}
SOC)& F7Hst3th. ofstoll A= ol 371E F 72 HIAE SHOE nl=9]
AfolH] Qi defof tish AmH 5 Jtrt

2. O]9 Alo]H Q. He] F2 1§’

(1) Atolt{ Zztol| cHEt Zd M=k 21 M(International Strategy For Cyberspace)
‘AtolH] Fxbol| tiet =A] A KA = AtolH F3F A 21, Atold F7te]
nje], A A4 AR, FF B 4 For FAgEo] QU
A, AtolH F7bol thet Ak HdRio] tisiA ml=2 UIEY A 7€) nl=
A A A whR A 4
FHA AdEA] ARl 7125k, EHTAE Q1A 5HH, Yo wet of-g-afof gttt
2 g Al let of7]A o] A2 B At 5o At

BE] YR AFFEE ol

L

)
filo
)
C o4

4) www.stratcom.mil/factsheets/Cyber_Command, A<4¢: 2011. 5. 10.
5) & Aol Y82 F 7HA] BAAE QoF 9 At o= o]7f++(2011), ml= AtolH Hef HAlA
£ ol 2 %] AfolH bR A 3 W, (FU=Ew=E) Ok )] 82 Hekgt Aol
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| AA Z4e) Apole gt et $elo) A Wg-ue FHow |

ofet. =AM A4S olfgt JHet A, w1 F7 ghe W A QR of

et SAALele Baistel /164 BA, AAAND £8 5O AR e £ 7HAh
4 Qlths AE etk B3], AEAQ $A o] @] AolH grro 2 SryEyl

A SAESoH HRE sty gtk B AAsk UEHISC 2011, pp.4~S).
2915 S B Atolw] gbe] ulefel thek AAIe] el “Apols Brol

et A2t o]-gofl BAIA T 714 Aokl glofof fttte M FEsHHA, vl=

ZU7ol2tal YFTHISC 2011, p.8). Tt oj2fet Kot F4l 7|2AES Fdll =A1F
o 9 AHE At FAMEE FetetH md o Afet dAls 1Y 5 s
Ao g dFetal ot g, olget ZRE FASH] HolA rl=2 A = WF
75 (norms of responsible behavior)of wal =7}H=-0] PF5} stal, FEPAE
2|455hm Atolw] g7l A o] Mol Z]ufi(rule of law)E A Yst= A4S T3k F

A1 Zolefal grs|ar okISC 2011, pp.8~9).
T PEstiAE AR A2 A 93-S ArEsta ek AEAQ 9

v B FARY] A 5 FEAQ AE ARkl (upholding fundamental
freedoms), ZHAHAE-E& £330 (respect for property), Z2o|HA|E FA|ot1l(valuing
privacy), B oA B T35} (protection from crime), A+ A (right of self-defense)
= YA o oAl AT E9], AtolH koA A9 Jide dast 2ol &
A, & HAuAoA= “Fll el Fetots WA o R K7k AtelH F7oA
o] £4 ¥4 P9(aggressive acts)ol] thot= L2 A ES B2t Hol
QJTHISC 2011, p.10).

Tt HuMoM= A4t Y sty 229 45284 (global interoper—
ability), UEHZ A (network stability), A1=]& 73t H14 (reliable access), TF
= olTAIRFE] ] (multi-stakeholder governance), Afo]H QFHO] FHIE 9]
O] % (cybersecurity due diligence)E &0t ltt. o] FoA L Ato]H QtH O] FH
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EX: |

ot 9] o| 72t =717t £4Hdamage)olH 2-8(misuse) C2HE AH QIS HG
Sk, =7 A ARE] QFS StHsk= H) QlojA] AHAES] AelS Q145 ofof whet
a-sofjoF 2ttt A& WIHH(ISC 2011, p.10).

olof wet ml=2 AtolH F7ke] mlofl lojA] 2] S @] (diplomacy),
= (defense) D 7 (development) @] 3D ol A dHs] 1 Qlet. QoA
Al(partnership) €] Z2Fs ZFxstal et w2 HxE 201, Fo-g
5otH, ¢Hdstal, A= wheh Atold] F7to] ARl T E IAISHEA = 7HEo]
FEstal A e ol HA=A Y] AtS st =A| el o
sensus)E TEOH R FIEotE Hl k2 sl= Zlel=kal SR T(ISC 2011, p.11). o]
g 21 sfof] &2 A 7 =7HER HERE §olE ofEoly
AolH] i A2 flsl Aol vhArA <l
AR A5 Gt Qlrt. A=o] tiidoll= WXt 2of, sHA|, AIRIALE] Fo] %
gt=]o] it 53], YEYT ALY eHd Foll lojA Rt Zofele] d8& F8
SHAl 17131 QeHISC 2011, p.12).

=1 Zofe] Jloide A HEYA W A2"S ot staa; sh= AlEEe] dish

o yUets 7 digehd A A Sle 3Ee Lok, E.e/d (necessary) v} H
&/ (appropriate)< F-AISHHA] oFo]A Q1 YRS | (dissuading) skl SJA|(deter—
ring)ﬁ}fﬂ ol =7Fe] A Apitol Higt A HE Hiote Ae BEE At

1512 Qle. o714 A= sid o= FITk A A7 Ffo] ehlste] AR A~
i YESD B4 58 55 FHstH, S48 R 7& 9 AP 2oF] |l T
AXNA HEYZof tigt 340l tf-gst= Zolrt. 12]al Ao A= =& e
B o=7F tE 9 A PEE sk "R} Bl=7F PRt sl s =71t
A A, SA1A 2= W TS 7] Fx0 HAle 52 dEste A

o= H T

= ouigttt. TS Atold F3ko] Athgelel ti-askr] flsl nl=r2 AT Aol

Ir mah
w
)
ﬂllﬂ]
o3l
™)
ol
el
&
Ml
)
N
-
b}
L

mE

=

Qe FAEW BxokT, o, AH, P4 L A 5 FAYHCE SgHE RE
SRe FAY AE AU Yok SHEAE e 7H uhKe Sete] | Aolet
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| AA Z4e) Apole gt et $elo) A Wg-ue FHow |

31 Fokal ITHISC 2011, p.12~14).

oz, NI HHst Vs 5T AtolH PE FEof 8] B FHeA 9] g
= FFokl ded], o] 712 Fie =7PE R B i S FSf sl oA
AtolH HIE

T P
Aol T AFE AAotal ot AAH SR E A E(international standards)
A9 (innovative), 570 A& (open market)= S5t YEA BT E Qs B
ot 8, AR 9 Bk (resiliency)& EsHH, MR oA FxoF HAE &
o etetal Wo|a Qlrt. Eob GypAo]al ARl L2 5 Fof JEU HHE
FA51L, 224 457 Zejol A HwFleh AL A8 FEAoF B}

=
N
o}
<
%
D
O
N
-}
—
—
o
o
—
\1
2
N
&

o] FolA Zr=g D 7EAT AHEH YELT Hoo) ¢lojA= HA] ASEAN,
ARF, APEC, OECD, UN 59| ta7] ol 4] AtolH| QtEE tff7] I3t L &8-& 7|
& Z75ta, Atolw] F7te] Egof et 219 E FA|HQ] el LSt k2 711—’%
off Yrtof ghohar wota Qo Egt wl= HIEQIF| et IR YELA &

b

(network disrupting)& HAAZ]11, AR 7|Z2AdH] 9] AF13E] (incident management),
U (resiliency) F H7H (recovery)= ZrHoflof ftttayl F45th £o=2 A9}

FEsto] Hoto] st Htr]& 9] FFARE (supply chain)& FAAIZ RS FEs1
et olet FFollE AnEY o] ¥ StEgolr} I IeFHETHISC 2011, pp.18~19).

EHl #HE(Internet governance)oll loiA= IEUIS] /AT A4S 7
F8AeoF ghohal Agsta glth 53], i w7F=0] ARl AAdS Ve R
AE O Af{Ee o5y AR HiH= &5 Algtehe A Hdsta qick g,
DNSE B3t 22H Y EA Y HeHdu} /S St afof ofm, IEul ¥
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E I |

0|

AolA BRSHA A4 Sl ol iAAElA =212 S AFote s ke sfjof
T&E 9353 JerdSC 2011, pp.21~22).

AL Hofeh TR 2141719 R =g FHISH] ol AA, AF HoFoll Al
AEZ = Qa1 HAS YERIF 9] Fa/do] T vk AR <1A|5kar Hhof

Sofo} gtk Aolth. SAE Aolu] B7holAe] AAH 18l theatr] 19

ot

(collective deterrence capabilities)= ZFa}lsfiof ttt= Aot £o2, o ¢HEE
Z&etst7] flol SH=r 2 G =To] AfolH FXto Ao FES Sisfof rfal K
T QEHISC 2011, pp.20~21).

npxjEro 2 QTE{Hl ZRfof QlojAl= QIE[Ulo] A=g 4= QN ARt v AAL
O] ZHE {15 Flplatform)o] == ARIALR] O] PSS A Hstal, ARIALS] 9
NGO9| ¢854l &5 ¥4 A" < (digital intrusion)ofA] H25t7] 5]
o] =1} Fste] HAFAE wheAsloF fhohal vhs]al Qlek. TRt A} HlolH o] et
oHAl He 5 9ol =AlEXE TASHY, A= IHY A& S8 T2 1

(end—to—end) A& 284S Hs|of gtrtyl ZFESHH(ISC 2011, pp.23~24).

(2) Atolt{ BZtollM o] ZHHE =H F=k(Department of Defense Strategy for
Operating in Cyberspace)

‘Afol] F7to| o] =R 2 AP HuAE 20104 =7 obH A2 (National
Security Strategy)®@} 20109 ‘43 F7] =9PHE B 1A’ (Quadrennial Defense Review
Report) o] AfolH| ¢tH ¥l Uj-gof 7|%5to] 57F2] He2f4] o]y M E|H (Strategic
Initiative) & A|AISEAL Qlot. SEA|TE 7122 Q1 Wk ISCo] ¥ Bt A4 o=
ks Ao s waEh fust oF HuA o] A4 Al717F fARSELL, ISCT7E 70
% SOCe tet go] J2& Sl A% FAS7] whRolct” 53], Ato|w =t

6) “Cyber Combat: Act of War”(2011. 5. 31), THE WALL STREET JOURNAL. §HH, H 1149
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| AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

Ader dra Ao D2 d(William Lynn) || =35 2Zpgo] Ag3t “Ato]d g4
et A -5 2 ISCollA 7l Wgolehe oA B sttt v, =il
A AEEE BiAe 37080 ol 28 Hk 25 7N HilAfole 7+
Al g A=t A AR digoll e =do] Eo AAISHA| =o=H e Aes
F=5H olstelld= SOCAA AAE A2F olYMEEE F4Hoz dHEEs

(E 1) 2 O|LMEIES] =

FO
Am
Yl

S
-+ = S|

AgFa] o|UAEH | AtolH F2He AEE A F9(domain) & Y

A o] AMEH 2 Atolw] HQkH(cyber hygiene) 7%

AeFA o|UAE R 3 A(%) AR AL (whole-of-government) 2] &2 -2

A o]UAMEH 4 U=, 89 9 v JoTe] d

A2FA o]UAMEE 5 T Y FHeE A& AHH] 1ol =

Zt&: “Department of Defense Strategy for Operating in Cyberspace”, 2011.

A WA A oJUME|EE “AtolH] It SHHEIE Aol Frhel Y
(potential)= Z|igt o]-&F 4 J== X A6t (organize), €St (train), BHE
ZY 2 2 Sh=(equip) 2 99 (operational domain) @2 7FEgtet "= ZotH(SOC
2011, p.5). o= 93l Ak AFFE(USSSTRATCOM) Atstof| Afols] A E(USCYBER
COM)E Thz1l, AtolH] AFRO] AFg o] =7IREH=(NSA) =782 HUYES 513
oh. B Ao A= AtolH] AFFRO] Aol oA &7, S (information assu-
rance), A2Fel A (situational awareness), YES T ZL487 YEQ A ¢tH H F

= &l AtelH 57+e] 919S Teftehar ¥s]ar Qlot. Egt COP(Common Operating

3

AL B4 QRS BN olRolATHs Wit AR B o FHE A B4 T 94
Ao ARk Qleirhs FolAl 270 whgol net Fa wgel dig A EEv 5ol
ololze Ao Azt
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EX: |

Picture) & A5kl HHA 915 5ot dHUAE A5t HE4 (integrity)
i} 7H8A (availability) 2 SHSH= ZE AtolH AFFRS] Agd= 11 ek £0=%
= A5 A FEAAFA 3 71 5] gesto] AAA s g4l 2

Aste] 53 52 (integrated capabilities)-2 7HE5}7] Y5l 2 dfjoF Shetal A|AStaL
ATHSOC 2011, pp.5~6).

T 94 M2 olUMEHE SR HEYA 9 AARS HEsh] flsiA A=
< = (defense) 2Hd NS A8 5k= AolthSOC 2011, p.6). B} FAH R =
‘Ato]H] H<(cyber hygiene)' & Z2Fstal, WH AF-S AAstal ¢afstr] 9isf <1
o T4l A, WF A & AHPEY T8 Aelote A EWetth B =R Y|

Eaet Alxdof izt M e WAIsh7] flsl A=2Q Aol Hro] F8& FHH|s)
o 2-& "ol 24 NS 7Wdetyl FRAAE H4EeH(computing architecture) st
+ A& ZRHSOC 2011, p.6~7). o]=et A2 Heto] FoFet m=T1510] 2|4
of Hot =278l T &8 T MIES] & F
Aoz Helrh ofgh A2 2 Zge] disiAe FAIZ ] W-go] AA|
UTE AL=9] HF oA Ao HAE FUthe HellA AdSo]
AMZL FAO] Het AAHA £ §lY A

Al AR Ak o|UME E= rl=o] ZeF R 9 7]
sto] (%) AF AL (whole-of-government) & AtolH] otR 7
oh" = Aot (SOC 2011, p.8). ol= HEHAE th L2 stil YEYA

AEE At F49] B4 ol 7t RES FAIHAL M £AE Sl

oy
2

(o]
e
i)
e
|m
i
D
82 3%
Eorr 4

>~
o
_0|L
X,
it i,
rr

g >
H1
30
Eo ™
O o
v oo
Ta’
ot r é
[ E:T o
M e
DT

of
3,
1

=9l F= 2 fd=s0e] WAE
A ApolH] QtRE Zskeith. "= ZolthSOC 2011, p.9). ol Al #A] o[y A
Bop wighg gojgiet. A= WolAfe] dee FastA, A AA7E 1=

e AEI} Aldolle ol 459 FHteR Atold FAE Wofstal
EE 7|8 =7h2] vhag WA= Aol 44 @] wiEeltt. o] FEelA= IsC

£
rE
)
R
it)
2
o,
i
R
N
|
rlr
E:
OH
oh
el
)
ol
el

o2
&
H
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AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

o] 8-S AGotHA Hd AA3 JHH oA (collective deterrence) &
I 9lek E3), Atolw] FA9| AL ARE metsly|t 7lEH o Zast 49Ut @

AN R
Hzof ol SHoA B=te] g0t 35 Y 5= T Hs 5 Y
S

npAul A o|UME|H R "k AlolH QIEat A1&SE
7Fe] 52 (ingenuity)-& 8i7}(leverage)$trt.” 11 H}o]
W] Qs 544 Aele] efetol wet 34 %
B2 94 1200] 43 St ke Fasich thitel, sl G4t

H
—
N
1)
filo
=)
i
N,
N,
4o
el
>
Ir
o,
l
]
9,
)
: ro
B[}V
rd,
HE
9,
i
2 ®
P>
=
|m
=0,
9
)
ro
B[\

A, G 50 45, w) A8 S T A Aol delel a5

Alstal QITHSOC 2011, pp.10~12).

3. U] Ato]H) W2k BN £ o

A7 AHE £ w7} e ong AZke) HE ohea) 2o
o8 = BT AL 7ML olulE RAT 4 giet 1SCO] A Aol E7to]
qig wle] vl Alzka Qg AAd o Heg musets HA oot
2 5o gig WeRThe R, 4%, A4 20

i
o
>

G A= A7 B2 A
Wzskal el & 4 Stk vl=-2 AlA (global) k= @ T4l “=AT (international)
= mefet & Qlvh. AA,
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E I |

QHpup YA o]F TR (multilatera) @t @& Fxot= A UaFS Atold 53t
of Rtggt Ao=, ERAL AFGFEol nla ©Eo] ofzt FH=i(alliances) ¥
FE=(partners) 0] YZE Sl AtolH It w=e] ERE GAsHItH=
Olrolty, =4, A WA oot wEd Aol FXt ZFA7F Z=7H4 (transnational)
Ql 7ol Fto= o 3k Y] oot o g T 4 Qe 1ol ofyzt

AtolH] 3] B4 vl=k JIASHL ttE e & 4 vk AA, 2= Aol

oft

B 719 E44S neld ARe FHe AYstelt Jng BelRy gk JE
Y B A Fue) FH BE Fvte) Beln SOt WG 0, FF

1l 5 Brkstal, A=) JAEYl IS ASfsh= =l dish
HE=s AT ZAJA7E Bt gesiRthal & 4 ok

a]=o] AtoH] QtH= Afo]H] = (cyber defense)] Ao 2 733t 1/4Folct, o]
F-2 SOCeH Tedsto] HESfoF & a7t ok SOCE Fafl ul=9] AtolH ¢tH
Azkof dis sl 2 4 Ue AFES A BF9] 2 7HHE HoFd 4 St A
A AtolH] Z7HS E st HA(domain) &2 FA AT Holth AtolH
Aol Wt =ol= AL Ee A2 AT (Arquilla and Ronfeldt, 1993, pp.141~
148), g/l ml=o] o5 FAA g st Ao r AAAT= A2 7IE0l 28

2011/9/1
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AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

H-]
offt
ne,
olt
=

FHZEH([Law of Armed Conflict) 5-2] =A|F2]S Afo]w] F7to
Al A-gsHAth= o= mofe &4 gt} o] FoAk Hl=o] FHS Tl Qe A2
AtolH FAo tigt A9ld g or Hlth iR HiuXoAe o] RES HF
WAl FFolx] graront, ISColA & ml-¢- 2AHAAHSHAE FAH o= A

Fokx 9l

oL HlZTL & 4 9t
54, B29t BS AESR ek, ol7los A /RS be] B, ugatel @
S ohjet FAE FeHE EFDE Aole} ohur} AT Aol ehEL A}
ofel AAe] e} ki Aol Wste 1 A7 Belor sk delo] uhe et
Bio, Afoli] F71 Beld Fho] ohl] whe] Fefe] 4 Aol efulsta,
ofe] 271 Afste] WeAE A9 WSkt B3 AEA 57 2gol} 2
i

T3l HRISHE ICT 7142 = Sofol, AAle], Al 4-83Hs 1o
2] Wolok gith otk vt el 1= Aol AFL AH el
WX =717 B 4ol A A 44 ol A sl d Hstel, Aol ghmo
Za% vpolelant Myl J1&e 8127} thEA) AAbgol Jbsd sEoR AdE T
olet. o714 7bg BAEE e oA Hlgolck AR BAZF 2 o]l mE] @
AFolA] o] Hol Kzl GIAT, the H4l £7] 9@ g 5] Hls) Ao

W ohue} piE gL wad Adsie ol 24 BAE A 2AL ¢t

ftlo
B>
ol
ol
_°|L

7) ICT £2oke] 7 A9 ole =AZIFR] FA A7 SAAR}ATU) o] AtolH QtEof tfgt g ojgt st
Hete A &, x|, 23, 9713, ¥ 5ol BT AgEe] | Roskal Aot
(“Definition of cybersecurity”, www.itu.int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx).
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AE 37ok= A ZHA7F ml=o] Ate]H Qo] s
2] S0l FAAY HEE BY Aolztes - Al
ARttt Qubnl w| thFE2 oju] HRI|L; mALYD ARE-O] Ao nR R R Ato]H
A7l digt 7tolEaRlo] &= ¥4 ] (executive order)ol] AEsHL, AU 7}
EdjolE 3t RO E 6] o] 91531 AtolH Zdekof] #skrt Ha sty 94

g oA olefet WAL ZPssH dik,

1, B¢

i)
)

ABE FAO FRI= 9=

P2 =71 Halxjgfal & 4= ¢li= “A Strong Britain in an Age of Uncertainty:
The National Security Strategy’ (2010)°ll4 Ato|H FAS H2|-gZ o o]o] = A
ARl FAL Qs BHE AfolH] QbELof| Higt ¥A]o] ZPEsiet SEA|RE Ateld 54
o] Yol dis A7 = F= AAAFES Egolu AR {Eo T e =
Stk

G Atold] etR ol BAA Q] g2 FE| oA ATt ‘Cyber Security Strategy
of the United Kingdom: safety, security and resilience in cyber space’(2009. 6)(]
S} CSSUK)= &oliA] Het fFAd o= o 4= et F=19] Ato|H QtH= 47| =7}
QFH Aol whet th i &2 YRS F5aof ek @ 1, Hol AHl, Agstal
A= 4= de AR, Ao, A, B8 " 712es A 7Hx]of 71 xsoF gttt @
BAsHA 919,

=g
o siasfof etet. @

8) Fa=2 ITUQ IDI, EIU9| Digital Economy Ranking, WEF] NRIZH= 37FA] 2]4=9] 2009 2
20109 =91 & 291 109148 olWe] =72 1 tde s skt ZF A 3#9] 201049 == ©]
A421(2010), pp.5~9.
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AsfjoF FFHCSSUK 2009. p.10).
ol2|gt Yo 7]25}o] g HuAE 371R] Sl AtolH] Fto A g2 o
0] =, O A58 2 A4S Tl @ Aol
H 749l S Eolal, @ 7|3E E8ot= Aotk Kot A |Ho= AnK
H, 919 ol diaixle Ae] B719t 58S AEAA ArelH] 2-8(cyber operations)
o] YgE Fola, AtolH 8ol SlojA Gt =7t o]ole] FeHIE HAAT|H, o
et AtolH] FFES ERithe Zolh. AtolH] FItoA9] 7]3] &4
of tioiAl= 18 ALzt tigh HE 2 ARE sk, =] FAo] gtk 217
5 I, A Wolloks Aolth Eo& ol siAE 2|43t 14 (awareness)
AAsta, P&v g /pdste ] (governance)2t FAEAE WHAZ]|1L 7]
= Aok gtk Zlo] =8 U-8-oeh(CSSUK 2009, p.16).
S, G0 HuAe o2 veket g Atold] o] f9atet 34 {3 1k
SHAA T HEatA Ya]1 gloke Aol ulEth &, =7HE ohdet Mz 9 |

OOII
T
aa

o)

)
>
lm
N
>,
o,
)
4o
gl
lo
o
4o
—>i
N,
et
=)
30,
ul
}1[
HL
|
0,
o
i)
N,
)
D)
k|
Y,
of4
oy
S
b

(supply chain)®] o3 . £A45 22 @ 158 S48 53 F
go] fg2oz AAsta ATHCSSUK 2009, pp.13~14).

o2 HIAANE AtolH tHo] TXIAE sidsty] el J= ZR7F A(%)
g5 2pdo] ma IS Adotal, PRAET} 11Us] FxohH, AtolH PE=(0CS) E
AtolH ¢tH -GAIE|(CSOC)E AT Aolztal ¥re]ar IeHCSSUK 2009, p.21).
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(E 2) 9= MEOo| Alo|H| ot &ty L=

z A W &

F=o] HeFA Atold| ¢rH &

o] FAEANES vE 7 s —%ﬂﬂod A7 U}‘jj

- sk BEHES e AlAH

- A4, 4, HF 9 A ol

- Q1A 2 23} 3}

A% 9 5

-71s% 59 % R&D
-&-(exploitation)

LR

A AR 225

1 | (cross—government programme)
e

i

=z

N
n‘.&

HeAETe) 1%

AtolH] QFH = au s
(Office of Cyber Security, OCS) A%| °

o

AtolH QtE 2-§AlE
4 | (Cyber Security Operations Centre,

CSO0) 49 ol e

= 71gAIeE HSSlAl fdell Bt Hot fofqt AHet

AnE AT

2tz “Cyber Security Strategy of the United Kingdom: safety, security and resilience in cyber
space”, p.21, 2009. 6.

. 0 u n— =
U Eof| A= Ato]H] QFH (cyebr security) Rth= ‘AR QFR’(information security)2F
L omde o wol 2w gk Qe WAl chugia WrolA Afols] A}

zation of a trustworthy society & ®EZF & o] HIAE Hrlstal Hrd 7] <]
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ke @2 ‘Secure Japan 2009’2} “The Second National Strategy on Information
Security: Aiming for Strong ‘Individual’ and ‘Society” in IT Age’'E& HHEsIYTh 11
2|3 20108ofl= 20099 H 1A Q] AZFAA oA ‘Information Security Strategy for
Protecting the Nation’(¢]5} ISSPN)-& 35} 9itt o5 HiAE F2 Wz 4t
5he] B AF E] A2 5] o] (Information Security Policy Counci) oAl F33st A&
o|tt.

20109 B AE AmHH 2] 20099 2] Hi1A 0] Y-8-& Al FXIoHEAE
A 7Fs S AtelH FAS 1S AA Zhetet g 22419 AR, AH ¢rHeH 9
Sto] A-35t7] Qe A 1, Hrf A=2Q JHHDS £2] ®

=
olek. olelgh Hale] Yz

_,4
.
ol
fto
N
re
2Rk

N
N,
el
2
©
=
(e
jul)
o
ol
B>
ol
Al
rEi
ox oX
2t

ra,
sl
o,
B
A
N
)
r ]
H

It
ol
ol
oli
o
n

= A A3, @ =7F QtE, 917]
g xAH o7 IHsH= 3T (triadic) B 44, @
H 2y, © =4 |9 AskE Fskna Wel
SITHISSPN 2010, pp.5~6).

Hop A2 2252 (& 3)oflAet Zo] tii AtolH FAof digt tiH]et A
H Aol Hsle] Hget JH otE A FFotz i E]|o] AAE o] Qlrt.

= S e
~ iR Afolu] o] djgt HRe] 2]
qg 2]
Stz Aol | (1) dhg En) 27 T SEREN AR 9
oA - Atold] FAo| tig BHo s}
o o1 - Aols] W g
N ~ Kfole] Aol g 2AH et
2) 4Y Aol FZ HE £ W |- FAAAH 7Fs)
T Alzd 75 et - 72t ARG A2E 5 2 et

2011/9/1

17



=3

25 S &
L EVEE
1) =9 LS HosH= HH QHR | - A 7| 2A14 733}
A E RS - 71et 712A1d 7S
- P RAIFERE (NISO) 9] 715 4
- AR hR 9% 37
. — “HHUIHE KA AXNH|ACF) A Aet
o] . AR S 713 ©
@ 0 -Ag7 55 st e
- Apolul 92 v s}
AH - -
ohuaiel - u]=, ASEAN, EU Z7bSwte] @ 78t
bq;} oﬂ“;%ﬁ - APEC, ARF, ITU, Meridian, [WWN=}
A o | @ T B g L2 A NS B HRBH A2
ot d 7%
° - A2 A9 NISCO] 7% A
- X QtH R&D A =7
— A1y oy o]ad ujoF
@ 7% A2 24 5 gu ahd 2T v
- 41 gtr e 57
- AW o P HE AaY 23
- Atols] B3 okl R A=Y P4 ST
6) AH aR BHA HE AAH & | 2] AE
- Z-2a AHE otH HE A AE H|W

Atz Information Security Policy Council(2010), “Information Security Strategy for Protecting
the Nation”, pp.8~19.

3. 27h M AgolA HiERE T

oA AtolH QtE T 212 o 2 R 7ol AFH g t-8=H el CERT
Australia(Australia’s national computer emergency response team)2} Ao]H|QFH &
SAE(Cyber Security Operations Centre, CSOC)7} 2It}. o] Hfof] HRR  FAl0]
tjo}=(ACMA), SFRARS(ASIO) Sk AtolH QtH e} FAs HHF F o)

SFof AtolHf QPR 2R 20099 HFH Fo= AHQl "CYBER SECURITY
STRATEGY’ (]t CSS)oll vl 2] ZA|5] 7] H o] Sttt & HAlA= Afo]H St S
AR Bs fAF el oo AP AL, A EE, Moty gEe] vjdAg, o] 87
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/\(-)] =i

pL=
e
R
ox
)
r
rﬂ-l
i
BN

Z]”(Measures relating to the confidentiality, availability
and integrity of information that is processed, stored and communicated by
electronic or similar means)2 A <Jstal JATHCSS 2009, p.5).

S, HuAoAs et A 4 ARt AlAISEY Sl 8 HR@im)=
50 %7t RS Sk, HAd FA 9 sld¥e Stiskshe eHstal(secure),
2 7Hs5ohH (resilient), A1=H=(trusted) A2 -8 7 (electronic operating
environment) 9] %] (maintenance)©]tHCSS 2009, p.5). T =7F A=k A9’
(National Security Statement)®] W-8of oJZU=] &= AtojH AL =7} 2H 4
(national leadership), % -&--(shared responsibilities), @2 A (partnerships),
=AIA 2t e] A=2] THod(active international engagement), $1@3H2](risk manage-
ment), & 7Fx] 9] BS (protecting Australian values)2t= @250l 7]%stal ok
(CSS 2009, p.8). AlF Hx= thadt Aok HA, BE 35 FUlE0] AtolH QJd-&
o1A5la1, AAIEL] AHAFEE HHSH HeslH, 2ekloA A5 AAA - Tt
OoHAl . Fg= HoT 4 Qv £AE Fotes itk 24, ©59 AAE
o] k14 (integrity) v} 1A50] A B Zepo|HAIE Hod 4= Ql= eHdshal &

P ARFA7EICT)S -85t = St A, T3] JHF417]&0] ok
St By st A4S 3 AEsE BEGTHCSS 2009, pp.10~14),

—
Ao SeI4 35 BRE 7 A 94 e Ada 9

1,
N
N
or
ol

i oF W&

el QAT T

(Threat Awareness and Response)
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£ of W &
3 3 SF FE] 2 JoA AARE HET & Qs
2 | 23} #MsKCultural Change) T Aol gl el e o
AE, A0 9 Az 311_] THE 5T v 9 Ag 7o
3 -4+ @2 (Business—Government | 7] A1, WEL A, A= 9 AH|AQ] ¢tdy} EAHL 7]
Partnerships) Astz] sl 719 |9
4 AR A|AH ARl 2Eolor AAEE AAHE H[EsSIY AR
(Government Systems) ICT Al&®] BRSO QlojA] i #|(best practice) 225}
5 =A A T T3] 7t o] g o= Hstal EYEo] gloH
(International Engagement) At 2298 Hxp 484 53
6 H Ay AtolH] M E sty 74T 4= 9l 21 W AA
(Legal and Law Enforcement) |9 X3 58 &4
7 214, 7€ 92 g4l YA £74 /NS §J$t R&DE Fall 5HE Atoly
(Knowledge, Skills and Innovation) | tHE. 18 FF

Atz Attorney General’s Department(2009), “CYBER SECURITY STRATEGY”, pp.10~14.

4. 72 WAIBIA ¥ =S¢

=d9 Frole v =7 HlusiA 25 =2 Zcfjollof AtolH ¢hE A
= W%‘Rlﬁ‘r. SO AtolH] ¢tH Hefo] 7 2 B4 thE veks gE nl=Y
H QHR Hefat FARSHA £ AMgS AAISHL Qlehe Folrh 20119 2]
B7F 933 ‘Cyber Security Strategy for Germany’ (€]} CSSG)of|A] Afo]H] ¢t

NS FAHoR olFojAof gkl SHAE, o] Wzt AL
(Bundeswehr) o] zx]of| ofs Hebd 4= letal drs]al it o], AfolH| QHE 7}
=Yo] oA (preventive) FH Ao URof &ERpiL AgFstil QITHCSSG
2011, p.5). A =Rt HAPH, = o] AfolH] QbW Hek2 m]=io] AfolH| QbH
b} FARHAAE =219] of2]7} & wrtal & 4= St} offfA] Aol 4] 22
7F qref AAIARD 73 ARR7HA] Agdsh= Aol ol A AlAIAE =il
B2 o 29 ZAE AEE7] gEolth

TR CSSGolA &= ICTE] B4 Agtsto] A4 Q 3x= Z=xskal ek oft,
A ZZA 27 HYE AFS|Eek= UN, EU, NATO, G8 5 thap7|#ete] 4

r

rok
= Rl

l

>

-
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AlA ZZe] Aols] obi Aat $2lo] 3 YF-uFe FHo2 |

o2 st gk ol e A5 Aolg Holw Ytk
oFZ 45y, WeFd BEG 2SS BuMd] &

(E 5Y9F 7k,

ne

Tlo

o

A
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R

r{o )
M

9,

i

(E 5) =2 Alo]s] ohEo| Mem =Ee XX

[ B |

= ok &

o]
1 |94 AR 7|z2A M0 BE m 3
H A 1A S19l A 71244 RE(CIP) olALe] Bxol Fa

2 | FLIT A

l by
o,
1o
rO
)
ok
H

ol A3 2AE Holx=E
- Fa71de ALt Sl BAVIER s TFE 4

— =7 dlolel Here] Hizto] slofof stui, Wxt oo
9 glole] £4l0] 727} ' FEHe|T HUHoln] o
@ YESas 75

olg Sla FAT A 7he] AAT A9 viio] Wa

3|9 Rokel IT eht s}

o

1T AR 9 A RE 271 7175 gke] gele Hojsie}

T ET 9 g 2AE 2o oY
4 S 7 AL SAIE (National | - o1& sl IT AlFe] H, 349 53, YA BHA
Cyber Response Centre) IS AT 9o Wasty fEH FA9 AY oalo] Q@

A
= AtolH ARaLo] ARt sl =7 At HRIE A e Rlo] A7

A, a=lal 54 AR 2 A BAE A

Z7PAto HOFE 9191 3] (National | - Z2]4, &%

[¢]
Cyber Security Council) 5, wsdASE, ZF F dxso] A
X X

AtolH Z7tol| 4] gkl - 2= Aol Hz gFo] [P ‘Atolw Wz FoF
H3 =4 (Cyber Crime Convention)®] 7|25t |22 4= A=

L2st, UN oM E olzfgt Hefo] F7t= Hagh
2ol el HES Hart os
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2 of -

F3 A AA] Afelo] Qhe S - EU AU ofjek UN, OSCE, @8], OECD, G8 &
z| o ¥

A (action) - NATOZ} ApolH] QtR.g 2] oz wefsiof &

-3
10 | Afols] ol i@ vhg =7 | o
-Wag 3¢ A B 7R A9 A #7344 P8

At Federal Ministry of the Interior(2011), “Cyber Security Strategy for Germany”, pp.6~12.

5. 22 Ao|u| g Heto] ojn]

OOl AT 4745 elelle ofe] S7kEo] Ao] Aol gk Hekg st
W, get7] gI9) elsha Qo) Atolw shuiol] HiE Folgh], Hole} tiaE 7t

9) ZHUth= ‘Canada’s Cyber Security Strategy: For a Stronger and More Prospective Canada’
(2010)F &l 7Nt AtolH ¢tH = mlef o] Ato]H YFS sk, TAISHH, sfaste] 7yt
the] oo kRo] HE& Ato|H IS E-gafof Fhotal Hch ek kel JlojA= W
A8l (rule of law), =843 (accountability) ¥ Zato|HA] 5 Fiucte] 7125 HEdstal, Ato|H
Aol d-gst7] ARt Faet A o sk, A AR 2] F9 di82 FotaL, 4 + ¥
Aake] FHPAE AetotH, W= 119t | WA 52 98l k=sioF gkl

o3

41791 Afole Qhi AR Bo|x] A, FEA AN F3

Apo]w] BZHA O] 27k Qb o]o} Smafof Sk HE WA
g 225 ks Aa Aol YRMAGKET) olehs Al
Rrls L83 QIrke AMIS BAMOoR ATtk HolA Afolu ohio] tiet e AL

and adequate trust&confidence in electronic transactions’ 2= A|&E0 2 ZQto] Lp2 AFeit). o]
HIAE "Hdg Axet 7|e4 Bt 225 Fof AR} JH AIAHS BEsHe &5 9 Ato]
H QEH o} Afo]H k2 Ato|H QtE e} 91 o] A, HEojof & 2t 9 5o A8 &= H|#
HEo] o AtelH =HE TRt Gl o] EAo|t

T3 I == 29 29 ‘The National Cyber Security Strategy(NCSS): Success through coo-

2011/9/1

22



—Ha FHOR |

&

G,

AA Z¥Ze] Aolsl gtn s} Sale) H

1)

uh glo] uhehde}, o

=
=

ol 27 o

It %

Ale]
=2

[e]

=

o

=
= 1

. \l=

-

A

o

ot ¢

FQFE0] AolH] ghi Aol nlRu 2pg A thE Fe nlFo] 4419 Hek

°of, 7Iet Fa=

L]

=]
T

Hol&

N O
He=

=
1—

o

o

=
=]

El

Ml

—

L

5]

Sh

<]

=

o= 3

]

1=
=

2}

=3}
=

=22

T

AoNM = A FEHAA

o

TGk AL HEdE 1 FolE & 4 9k

1_.___0

oju
wr

%A

1

°

g QoA 23]

L

—

St

2 ofAZIY. I AfelH TH TS 41

oJtt.

=
-

=7H= 7] o

1
—

7h30] Apoli] zieke] 7]

o)

(<]

)
s

=

oA &7

(=2

or
I

#12] zpo e olof o

=

™

- d

—
al o

=

]_
Mg A AdoA

°

7H
a}Z]

ar

o
=

[¢)

—_

7] wf2oll Bt dAA

A= A&t A

T

kel
i

_(l);I

=

=

TH

o
fi

FolA AfolH

AR

Mo

24

o

(self-regulation)

2011/9/1
23



1}, e =g
ICT7} wrerg 27152 o

ol o
]_‘(—,___

s

goll meh 254 2o Heo,

sl vehdet =

T 75

2 %8

H T

H A

29 AtojH] ¢

A AA

Q
= A

=

¢}

==2_0
T
W

=S

[¢)

V. Z2

)

A, Zy=Eo] AfolH| @

=

7

o} A, ICT

p i,

T

<)

flok
et ol

0

=
o

3] ¥y

o] SwRT} AA| Hopo] gelat
o nhxeto.s uFu

(&

2011/9/1
24

T

-

o

sk

5

o}

o
e

ofH] Qtuo] et A AR 2tdoA e @
T

et



AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

1A=

AEZ (2009), “AtelH $17] e flet HA FA-n]=2] Ato]H$17] th-gAA

AR A21E 178 54 4703, pp.2l~
57.

AT (2001), “GESHAIHe] thulgt gh=re] tRAH W A7, (FAAH A=
=), A41d 12, pp.69~92.

TS EANLS] - FAMAT - AABAR (2011), 72011 7P RE A,

AEF (2008), “FHgAR|TollA AtolH] FIt.tH’ At F WA Fre]”,
(=714, Al144d 22, pp.5~32.

o]/d%] (2010), “"G20 =7Fe] ITAFY] A= B, (IT SPOT Issue), SPOT 2010-
S15.

ZFol (2005), “A|AgES} Aol =7t QtHARE FajHel, YRFAGHAT.

i}

American Forces Press Service (2011. 7. 14.), “Lynn: cyber Strategy’s Thrust is
Defensive”. www.defense.gov/news/newsarticle/.aspx?id=64682. {4
2011 7€ 25¢.

Arquilla, John and Ronfeldt, David (1993), “Cyberwar is Coming!”, Comparative
Strategy, Vol 12, No.2, pp.141~165.

Australian Government (2009), “CYBER SECURITY STRATEGY”.
http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(4CA02151F94FFB
T18ADAEC2E6EA8653D)~AG+Cyber+Security+Strategy+—+for+website.
pdf/$file/ AG+Cyber+Security+Strategy+—+for+website.pdf. H&d: 2011
74 15¢.

Baldwin, A., David (1997), “The concept of security”, Review of International
Studies, 23, pp.5~26.

Bronk, Christopher (2011), “Blown to Bits: China’s War in Cyberspace”, August—
September 2020, STRATEGIC STUDIES QUARTERLY, pp.1~20.

2011/9/1

25



Department of Defense (2011), “Department of Defense Strategy for Operating
in Cyberspace”. http://www.defense.gov/news/d20110714cyber.pdf. 4%
A 2011 7€ 30¢.

Department of Information Technology(India) (2011), “National Cyber Security
Policy(Discussion draft)”.
http://www.mit.gov.in/sites/upload_files/dit/files/ncsp_060411.pdf. &:
20118 7€ 204.

DeWeese, Steve, Krekel, Bryan&Bakos, George (2009), “Capability of the People’s
Republic of China to Conduct Cyber Warfare and Computer Network
Exploitation”, McLean, VA: Northrop Grumman Corporation(Prepared
for The US—China Economic and Security Review Commission).
http://www.uscc.gov/researchpapers/2009/NorthropGrumman_PRC_
Cyber_Paper_FINAL_Approved%20Report_160ct2009.pdf. H&H: 2011
| 74 204.

Federal Ministry of the Interior (2011), “Cyber Security Strategy for Germany”.
http://www.cio.bund.de/SharedDocs/Publikationen/DE/IT-Sicherheit/css
_engl_download.pdf?__blob=publicationFile. d<4d: 20119 8¥ 1¢.

Geer, E., Daniel, Jr. (2010), “Cybersecurity and National Policy”, Harvard National
Security Journal, Vol 1., pp.203~215.

Government of Canada (2010), “Canada’s Cyber Security Strategy—FOR A
STRONGER AND MORE PROSPEROUS CANADA”.
http://www.publicsafety.gc.ca/prg/ns/cbr/ccss—scc—eng.aspx. H<5d: 2011
| 74 254.

Information Security Policy Council(Japan) (2010), “Information Security Strategy
for Protecting the Nation”.
http://www.nisc.go.jp/eng/pdf/New_Strategy_English.pdf. H&Y: 20114d

2011/9/1

26



AA 239 Atol¥ gti dekat 9-ajo] A PF-vlFe FHo= |

5¢ 104.

Jordan, Tim (1999), “Cyberpower: The culture and politics of cyberspace and
the Internet”, New York: Routledge.

Kristin M. Lord and Travis Sharp(eds.) (2011), “America’s Cyber Future:
Security and Prosperity in the Information Age”, Washington: Center for
a New Americam Security(CNAS).
http://www.cnas.org/files/documents/publications/ CNAS_Cyber_Volume
%201 0.pdf. &5 201149 749 10¢.

THE WALL STREET JOURNAL (2011. 5. 31), “Cyber Combat: Act of War”.

Whitehouse (2011), “International Strategy For Cyberspace: Prosperity, Security,
and Openness in a Networked World”.
http://www.whitehouse.gov/sites/default/files/rss_viewer/international _

strategy_for_cyberspace.pdf. F&d: 2011 5¢€ 25¢.

2011/9/1

27





