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SUMMARY

1. Title

A Study on Policy Measures to Protect User Choice in Response to Changes in the

Digital Service Environment.

2. Objective and Importance of Research

With the acceleration of digital transformation and the development of information and
communication technology, digital services have become important in everyday life, and
the decision-making process of users is becoming more complex. In particular, the spread
of paid content such as subscription services is having a significant impact on users’
choices in terms of finances and privacy. In this environment, cases such as dark pattern
design are drawing attention for distorting user choices and causing damage. This study
aims to analyze the latest cases of user damage in the changing digital service
environment, prevent them, and derive policy measures to protect the rights and interests

of users.

3. Contents and Scope of the Research

This study analyzed the background of the difficulty of user choice in the digital
service environment and investigated major cases of user damage such as dark pattern
cases and subscription service fee increases. To this end, we looked at domestic and

international policy trends and discussed specific countermeasures through surveys and
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expert research groups. The scope of the research focused on service design, terms of
use, and policies, and was organized around the latest cases of damage and

countermeasures.

4. Research Results

This study has proposed two main policy directions to prevent user damage caused by
dark patterns.

First, we proposed a plan to help users prevent damage in advance by strengthening
the provision of user information on dark pattern cases. To this end, we proposed the
publication of a case book that includes a diagram of major dark patterns and
commentary, and emphasized a policy of providing information that is easy for users to
understand.

Second, the need to expand the scope of dark pattern regulation through amendments
to laws was discussed. They argued that the types of prohibited acts in the existing
enforcement decree should be supplemented, and that a prohibition on hindering
subscription service cancellations and a duty to periodically notify of payment details
should be newly established. It proposed to establish a general prohibition clause that
defines dark patterns so that overall regulation is possible.

Currently, academic and legislative discussions on dark patterns are active, but specific
regulatory standards and criteria for identifying cases are lacking. Therefore, future
research should clarify the detailed criteria for dark patterns and develop specific design
elements and regulatory measures to protect the user’s right to choose. To this end, it is
necessary to identify the design elements of each step of the overall use of digital

services and to derive the policy direction through cooperation with stakeholders.

- xii —



5. Expectations

This study is expected to lay the policy foundation for preventing user damage caused
by the design of digital services such as dark patterns and protecting their choices. It can
also create an environment that supports rational decision-making through improved
design of digital services and user protection. This will contribute to the sustainable

development of the digital economy and the promotion of user rights and interests.
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Tady #H HAgAME FE Q1851 Stk Gray et al.(2018)2 ThAHOE A
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& G: Gray(2018), M: Mathur et al.(2019)
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Directions, Business & Information Systems Engineering, 65(2):201-208
8) AAXE, TAEA] FE5AHI 2~ AZTR 20254 1002 7= g, 2021. 9. 15.



(E2-3) 2 52 SYN As2igel a3 9 HY HE 3

AH] 2~ HAAH H ALt
b o o FER o4
Zalv|Y 124 8 (10,4509 — 14,9009)
AdTH &4 s
119 29
e - (5,000%)
] base 224 748

(5,5004-9,5009-13,500-€1-17,00040)

234

(9,900¢ — 9,9004-13,900¢)

58 A%
(7,9004-10,90091-13,900 ¢ — 9,500¢1-13,500€1-17,000¢0)
D UEY2e 55008 LFAE FIANAE dopke AT

2) gzu+o| 7ig 13900¢ e5Al= 71E 99009 5Alt Y Anl: AlF

O =4+ 1€ 1¢

ElH 12€ 1¢

-

S 2B Avl20) 8F Qe IR ohlet A AAHOE BT U

o g nro]d s “2~EZZH ol A*(streamflation’) o) 2k Al 2] E B3 o] A

e
2, H&y+ , Hulu, HBO Max &o] A9 Aol glont of 7|3kel Bt 25%9 € 75

28 QUSAA ARA o) §4 F F7eHAL

9) Streaming Service$} Inflationg A3 A xo]2 TP 2EZTY Muj29 2F AF
gold dds v



(02 2—10) 0Ol= 2 ¥4 AE2(Y Mu|A9| 71A ol

_ approx. $10 monthly ($119 annually)
_ approx. $12 monthly ($139 annually)

I s 95 monthiy
I 5 59 rorthly

I 5795 monthly
I /0.9 morthly

I 512 55 monthy
Hulu
I, s1 99 monthly

ccon I 5559 oty
I s 55 oty

EEETEETE ST 11793 mowy
I 515 59 monthly

I <99 monthiy
HBO Max
I 55 99 morthly

Amazon Prime

AppleTV+

Disney+

Netflix (4K premium)

Total monthly costs

2022 2023
$75.94 monthly $90.94 monthly
{approx.) tapprox.)

® 2022cosT @ 2023 cosT*

Z}&: Graveman(2023)"

10) Graveman(2023), “Why Inflation and the Rising Costs of Streaming Are Driving
Viewers to Ads’, MNTN Research
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FACT SHEET

The FTC’s “Click to Cancel” Rule

This rule is helping the FTC get money back
to people who are misled, and addressing
common problems:

» Sellers who don't tell the truth or leave out
necessary information.
» People who get billed when they didn't agree to pay. SETN
» Sellers who make it hard — or impossible — to cancel. w D ‘A
iy .

75 FTC(2024)
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EUE 2022 "= A ) 2~ (Digital Services Act); & 53 219 ZUE AFALe) A
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13) Guidelines 3/2022 on Dark patterns in social media platform interfaces: How to recognise
and avoid them

14) 9=, "2 AR vasjd e A W&l A3k A&, THAT A30E A3
3, 2022, p.79.
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[ " A=A 4 (Digital Markets Act),
EUS] A& A1Z(Digital Markets Act); & TR E Al A A A G3ke- 3= o
3 ZUE o] 2n} Alo|E7|H(gatekeeper) S At FAs L 73
te e S22 . o] ¥ EU RARe 4383 %< vAe = HF
AHEALNA Fad 4 BETS AT, AA A&H o1 AR A E T =
© 7H AL g giEE A FUF AHl 2 AZAE Aol EJHE Aottt 20239 11
4, <uul(Alphabet), obrlE(Amazon), o Z(Apple), Hlo] Ei 2~(ByteDance), WENMeta), o}
o|AZ A2 E(Microsoft)7} AlP|EZ|HE AR oW, o] XA 2dnirt 7l H
TALAGH,) & ACIEZ A7} AZdhe Ty Aul2olx HF A& 7HAR R
g 7Y - At BH9E 943 Aseh MAFEE At AR HAA 5
O & Htotof stH, FoE A= A ALY AfFEI AT T 5 Welst A
Hshe Foe FAHHAE 37, A5xQ). 52 FI= 595 AFshs dxE 3t
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15) https://eur-lex.europa.eu/eli/reg/2022/1925/0j/eng
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(37) ~ Lastly, it should be as easy to withdraw consent as to give it. Gatekeepers should not
design, organise or operate their online interfaces in a way that deceives, manipulates or
otherwise materially distorts or impairs the ability of end users to freely give consent. In
particular, gatekeepers should not be allowed to prompt end users more than once a year to
give consent for the same processing purpose in respect of which they initially did not give
consent or withdrew their consent. This Regulation is without prejudice to Regulation(EU)

2016/679, including its enforcementframework, which remains fully applicable with respect to
any claims by data subjects relating to an infringement of their rights under that Regulation.

(70) Gatekeepers should not engage in behaviour that would undermine the effectiveness of
the prohibitions and obligations laid down in this Regulation.

Such behaviour includes the design used by the gatekeeper, the presentation of end-user
choices in a non-neutral manner, or using the structure, function or manner of operation of
a user interface or a part thereof to subvert or impair user autonomy, decision-making, or
choice.




[0 Tdlo]el(Data Act),”

Mlo]E) s (Data Act); & 23 12€ EU 1R (Official Journal of the European Union) 7|
A F24d 19 N9 7E 34 2agdd wet, A7 FoA7Ibe AX 25d 99 R
EU M oA Algid o ol

g Mt e tasd A8 W] AL Stk HE 380l WEH, HiolH
23} QF o wheh, A3AE AREATE A7 AR|AE Al Fshe ol Bt AT 5

of Wt ES HolHE AW F AE Hole A T glol A8 Tl

9 242 93N tolBE Azlslop BTk ALAY} A3 HolE A2 e ARa
U FasHe A HolEE FRSES S gk BYRFoIt 4190k sl AL U

olf] BfAte A2 dEju A PAE FshA ofdA whEolA e ST WA
Hol Utk B %ol ARgAtelA HIFHAQ WA 02 MRS AlgstAd e, 71T, 2%
= B3l AR AEA, GAEA, AEES FEEiAY Welske FE siAe ¢k HH,
ol g Mol A, A3zt HlolE] BigAle tAE A FH 0|2 A Al o]Ex ThadH
(dark patterns)& &EsllAe ¢ Fokal AHF38HATh

T3 et = ARG Al 2RLE TEEAFE B A5 A 717] AHEoE AAE T
olfdl H¥ + e AYE EASH, HolHE FAlske A3ATE AHEA QIE|H o) 2~
£ AAT W AR AeA T A, QAR S RalletA] R=F (A6 oF gtk

I g Sl

(E 3—2) o, MEHE 2

(38) ~In line with the data minimisation principle, third parties should access only information
that is necessary for the provision of the service requested by the user. Having received
access to data, the third party should process it for the purposes agreed with the user
without interference from the data holder. It should be as easy for the user to refuse or
discontinue access by the third party to the data as it is for the user to authorise access.
Neither third parties nor data holders should make the exercise of choices or rights by the

16) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R2854&qid=17370
79058668



user unduly difficult, including by offering choices to the user in a non-neutral manner, or
by coercing, deceiving or manipulating the user, or by subverting or impairing the autonomy,
decision-making or choices of the user, including by means of a user digital interface or a
part thereof. In that context, third parties or data holders should not rely on so—called ‘dark
patterns’ in designing their digital interfaces. Dark patterns are design techniques that push
or deceive consumers into decisions that have negative consequences for them. Those
manipulative techniques can be used to persuade users, in particular vulnerable consumers,
to engage in unwanted behaviour, to deceive users by nudging them into decisions on data
disclosure transactions or to unreasonably bias the decision-making of the users of the
service in such a way as to subvert or impair their autonomy, decision-making and choice.

3. g=

[J CMA, Online Choice Architecture B4 7k

q= AAANAAH(CMA, Competition and Markets Authority)& 2022 =32-E
a, m2ukd AR A, 5o 2EWe 239 o UAE AR dTE T3 &
to] JIZFAA, 221 gi & 2ol SHEY AAVE AHA S E 7S 5 Qe
BokE AFH R ARSI Stk

E£3] 20221 de] ®¥zkek “Online Choice Architecture: How Digital Design Can Harm
Competition and Consumers” R4 CAE AN A 4nv|zke] Ao dgg nA=
gzl 9 QEjF o] 29 &g B, 12 A% AT AuA Ff & oFa Tk
TAACEE UAYE FREFS A SAAA AR W YAl .47 4HAe A
e frestAd Balg + des EAFUTh

B34 OCA(Online Choice Architecture)7} 4Bl A} 73 g & /441 3kar
o &83 & AT g5 Aedde 5o AnjAoA B A4S 3t

A5E RS AFet o]os FHobe WA R ARH gt Btk CMAE &
a9 (Dark Patterns) 0.2 &7l o] gk fAdYo] AR|ASA wA = A E A
8] A8 dE S0, vixl dut ARG &9 gt &2 71Ee Al A ]
= A% 2Z8% Tl E SR hukeke AlRE AUlEon. e BREE =
A Ak AR} Aloks SHEkAl Xote g WelstH, o) AHIAY] FAF &4
olojd &+ Ak ¥
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Figure 2: An illustration of an online hotel booking page with scarcity claims

Hotel A
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The CMA was concerned that some platforms used untrue or misleading scarcity claims
to create a false impression of limited hotel availability and rush consumers into making a
Ibooking decision. For example, the CMA investigated whether the demand-framed scarcity
claims about other pecple viewing the hotel sometimes included those looking for different
dates or different room types, and whether the claims sometimes used vague language like
“right now"* The CMA was also concemned that smply—flamed scarcity claims about the
‘number of rooms left were i based oni and that there could
- bbe rooms available for the same hotel on other platforms. Another concem was whether
‘sold out" hotels were also shown within search results to increase the impression of limited
availability, potentially inducing feelings of loss aversion in consumers.

In addition to scarcity claims, the CMA also investigated the use of several other OCA
Ppractices in potentially misleading ways, including reference pricing (by showing a more
expensive weekend room rate as a comparator for a weekday rate) and ranking of search
results (by allowing businesses to pay commission for higher visibility).

The CMA considered all the evidence gathered in its investigation. Our view was that the

use of misleading scarcity claims and other OCA practices could cause harm not only to
but also to ition, by limiting ility between busi

increasing search costs.*' Following the CMA's action, while they did not admit liability,

the platforms agreed to make their popularity and availability messaging more precise

and truthful, to avoid crealing the impression that a hotel was more popular or had worse

availability than was actually the case. They also agreed not to show ‘sold out' rooms in an

artificially inflated position in the ranking.

April 2022
CMA155
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2) Kollmer and Eckhardt(2022), “Dark Patterns Conceptualization and Future Research Directions, Business & Information
Systems Engineering, 65(2):201-208
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3) Gray et al.(2018) The Dark (Pattemns) Side of UX Design, CHI 2018
4) Mathur et al.(2019), Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, Proc. ACM Human-Comput.
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