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This study examines the relationship between privacy concern and privacy protection behavior in
generative Al use, investigating how critical digital literacy and information security competency
moderate this relationship. A survey of 543 generative Al users was conducted using data from the User
Panel Survey in Intelligent Information Society (2023-2024). Multiple regression analysis with
interaction terms tested the hypothesized relationships. Privacy concern was positively associated with
privacy protection behavior. Critical digital literacy positively moderated this relationship, though
marginally significant. Unexpectedly, information security competency negatively moderated the
concern-behavior relationship, suggesting overconfidence effects among technically competent users.
The contrasting moderating effects reveal that analytical skills enhance privacy protection while
technical skills may foster complacency through optimistic bias and illusion of control. This research
extends privacy calculus theory to generative Al contexts and highlights the need for privacy education
programs that address cognitive biases among competent users rather than solely emphasizing

technical skills.
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1., Introduction

The rapid proliferation of generative artificial intelligence (AI) technologies
has fundamentally transformed how individuals interact with digital systems,
Large language models such as ChatGPT and Gemini, along with image
generation systems like DALL-E and Stable Diffusion, have become
increasingly integrated into users daily lives for content creation, information
retrieval, and professional work (Wu et al,, 2024), However, this unprecedented
adoption has introduced novel privacy challenges that extend beyond
traditional digital platforms,

Research has documented widespread privacy concerns among Al users,
including fears about personal information being learned by AI systems,
anxieties about identity identification, and worries about unauthorized data
sharing (Fereidoonian & Conrad, 2025; Gumusel, 2025)., However, as observed
with earlier digital technologies, privacy concerns do not always translate into
protective actions, Studies on social networking sites and mobile applications
have demonstrated a persistent gap between privacy attitudes and behaviors—
the “privacy paradox"—suggesting that factors beyond mere awareness
influence whether individuals adopt protective measures (Dinev & Hart, 2006;
Keith et al., 2016).

The question of what enables or hinders users from translating privacy
concerns into protective actions in the generative Al context remains largely
unexplored, Two individual competencies may play crucial moderating roles,
First, critical digital literacy—— the ability to critically analyze digital content
and understand power dynamics and risks embedded in digital systems—has
emerged as increasingly important (Beck et al., 2021; Bacalja et al., 2021).
Users with higher critical digital literacy may better understand how Al
systems process inputs and recognize data permanence in training datasets,

potentially enabling more effective translation of privacy concerns into
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protective strategies, Second, information security competency—the technical
skills to implement security measures such as configuring privacy settings and
managing conversation histories—may enhance users self—efficacy in privacy
management (Merete Hagen & Albrechtsen, 2009). However, whether these
competencies actually facilitate privacy protection, and how they interact with
privacy concerns, remains an open empirical question,

Understanding these relationships has become increasingly urgent as
generative Al proliferates across personal, professional, and educational
domains, If privacy concerns alone prove insufficient to motivate protective
behaviors, identifying moderating factors becomes essential for designing
effective interventions, Moreover, the unique characteristics of generative Al—
including conversational interfaces, data permanence, and sophisticated
inference capabilities—may create privacy dynamics that differ from
traditional platforms, necessitating new investigations,

Grounded in privacy calculus theory, which posits that individuals engage in
rational cost—benefit analyses when making privacy decisions (Dinev & Hart,
2006; Xu et al,, 2011), this study examines how privacy concerns relate to
privacy protection behaviors among generative Al users, and how this
relationship is moderated by critical digital literacy and information security
competency. Specifically, this research addresses three questions, First, do
privacy concerns motivate protective behaviors in generative Al use? Second,
does critical digital literacy strengthen the concern—behavior relationship?
Third, does information security competency amplify or attenuate this

relationship?

1

Privacy Protection Behavior in Generative Al Use \0



2., Privacy Concern and Privacy Protection Behavior in

Generative Al Use

1) Privacy Calculus Theory in the Generative Al Context

Privacy calculus theory has been widely applied to explain information
disclosure behaviors across various digital contexts, including social
networking sites (Krasnova et al,, 2010), mobile applications (Keith et al,,
2016), and e—commerce platforms (Zhu et al,, 2017)., The theory posits that
individuals engage in a rational cost—benefit analysis when deciding whether
to disclose personal information, weighing perceived benefits against potential
privacy risks (Dinev & Hart, 2006; Xu et al,, 2009). This calculus process
assumes that individuals are aware of both the advantages and disadvantages
of information disclosure simultaneously, and that privacy loss becomes
acceptable when certain benefits are ensured and risks remain moderate
(Laufer & Wolfe, 1977).

The emergence of generative Al technologies, particularly large language
models such as ChatGPT, has introduced novel privacy challenges that extend
beyond traditional digital platforms, Unlike conventional online services where
data collection is relatively transparent, generative Al systems operate
through complex training processes that incorporate vast datasets, often
without explicit user consent (Wu et al,, 2024). These concerns are

particularly salient given that ChatGPT,

2) Privacy Concerns and Privacy Protection Behaviors in Generative Al

Privacy concern refers to an individual's apprehension about potential loss

or misuse of personal information in the digital environment (Smith et al.,
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1996). In the context of generative Al, privacy concerns manifest in several
distinct dimensions, First, users worry about their personal information being
stored and learned by AI systems, which then becomes part of the model's
training data (Fereidoonian & Conrad, 2025). Second, there is anxiety about
identity identification and re—identification, as generative Al systems have
demonstrated capabilities to potentially re—identify previously de—identified
data through sophisticated prompting (Gumusel, 2025). Third, users express
concern about their personal information being provided to third parties
without explicit permission, particularly given the lack of transparency in how
Al companies handle and share user data (Sebastian, 2023), The unique
architecture of generative Al systems amplifies these concerns, Unlike
traditional platforms where users can control information visibility through
privacy settings, generative Al operates through conversational interfaces that
may inadvertently elicit sensitive information disclosures (Feuerriegel et al.,
2023).

Privacy protection behavior encompasses the proactive steps individuals take
to safeguard their personal information when using digital technologies (Chen
& Chen, 2015), In the generative Al context, such behaviors include limiting
the disclosure of sensitive information in prompts, avoiding the input of
personally identifiable information, refraining from sharing confidential
work—related data, and actively managing conversation histories by deleting
previous interactions, Applying privacy calculus theory to the generative Al
context suggests that as users’ privacy concerns increase, they engage in
more thorough risk—benefit calculations that favor protective behaviors, When
individuals perceive high privacy risks—such as the potential for their
conversational data to be used for model training, the possibility of data
breaches, or the risk of inadvertent disclosure of sensitive information—they
are motivated to minimize these risks through protective actions (Hassandoust
et al,, 2021),
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Based on this theoretical foundation and empirical evidence, we hypothesize:
H1: Privacy concern will be positively associated with privacy protection

behavior in the use of generative Al

3. The Moderating Role of Critical Digital Literacy

1) Conceptualizing Critical Digital Literacy

Digital literacy has evolved from a basic technical skill to a multifaceted
competency encompassing the ability to access, evaluate, create, and
communicate information through digital technologies (Park, 2013). Critical
digital literacy extends beyond functional skills by incorporating the capacity
to critically analyze digital content, assess information credibility, understand
power dynamics embedded in digital systems, and recognize potential risks
associated with technology use (Beck et al., 2021; Bacalja et al., 2021).

Critical digital literacy comprises three core dimensions: analysis, critique,
and response (Bacalja et al,, 2021). The analytical dimension involves the
ability to identify and understand surveillance mechanisms and data collection
practices, The critical dimension encompasses evaluating the power
relationships and ethical implications embedded in digital technologies, The
response dimension focuses on the capacity to translate awareness and
understanding into concrete protective actions, In the generative Al context,
critical digital literacy specifically entails understanding how large language
models process user inputs, recognizing the permanence of data once
incorporated into Al training datasets, and comprehending the inference
capabilities that enable Al systems to extract sensitive information from

seemingly innocuous prompts,
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2) Critical Digital Literacy as a Moderator

While privacy concerns directly motivate protective behaviors through the
privacy calculus mechanism, critical digital literacy may enhance the strength
of this relationship by facilitating the translation of concerns into effective
actions, Several theoretical and empirical considerations support this
moderating role, First, critical digital literacy enhances individuals ability to
accurately assess privacy risks and identify appropriate protective responses,
Individuals with higher critical digital literacy possess a more sophisticated
understanding of how generative Al systems process and retain information,
enabling them to better evaluate the actual risks associated with different
types of information disclosure (Shouli et al,, 2025). This enhanced risk
assessment capability allows them to more effectively translate privacy
concerns into targeted protective behaviors, Second, critical digital literacy
facilitates proactive rather than reactive privacy management, Users with
high critical digital literacy are better equipped to anticipate potential privacy
threats and implement preventive measures before problems arise (Beck et al.,
2021). In the generative Al context, this means that critically literate users
who harbor privacy concerns will be more likely to adopt comprehensive
protective strategies—such as anonymizing inputs, avoiding sensitive topics,
and regularly deleting conversation histories—rather than simply reacting to
privacy incidents after they occur,

Generative Al presents novel privacy challenges that were not addressed in
users’ prior digital experiences, For example, the concept of “data permanence"
in Al training—where information once shared cannot be truly deleted from
the model—requires a sophisticated understanding of machine learning
processes (Feretzakis et al,, 2024), Users with high critical digital literacy are
better positioned to comprehend these unique risks and adjust their behaviors

accordingly, Based on this theoretical foundation and empirical evidence, we
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hypothesize:
H2: Critical digital literacy will moderate the relationship between privacy
concern and privacy protection behavior, such that the positive

relationship will be stronger when critical digital literacy is higher,

4, The Moderating Role of Information Security Competency

1) Conceptualizing Information Security Competency

Information security competency refers to an individual s technical skills
and abilities to implement security measures and manage digital threats
effectively, This construct encompasses practical capabilities such as
configuring privacy settings on digital platforms, protecting devices from
malware, managing passwords securely, and controlling the dissemination of
personal information (Merete Hagen, & Albrechtsen, 2009; Merete Hagen, &
Albrechtsen, 2009). In the generative AI context, information security
competency includes the ability to manage conversation histories, understand
data deletion procedures, configure privacy settings in Al applications, and
implement technical safeguards against information leakage,

Research in information security has consistently demonstrated that
technical competency plays a crucial role in enabling protective behaviors,
Protection Motivation Theory (PMT) posits that individuals are more likely to
engage in protective behaviors when they possess high response efficacy
(belief that protective actions are effective) and self—efficacy (belief in one s
ability to perform protective actions) (Rogers, 1975). Information security
competency directly enhances self—efficacy by providing users with the
technical capabilities necessary to implement protective measures effectively.

In the context of privacy protection, information security competency
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enables users to implement sophisticated protective strategies that might

otherwise be too complex or technically demanding,

2) Information Security Competency as a Moderator

While privacy concerns directly motivate individuals to protect their privacy
through privacy calculus mechanisms, information security competency may
amplify the strength of this relationship by enhancing users’ capacity to
translate concerns into effective actions, Several theoretical and empirical
considerations support this positive moderating role,

Information security competency enables users to implement more
sophisticated and effective privacy protection strategies that require technical
knowledge, Privacy protection in generative Al environments often demands
understanding of complex technical concepts, such as how data is processed
and retained by AI models, how to effectively manage digital footprints, and
how to leverage privacy—enhancing technologies (Wu et al., 2024).

In the generative Al context, proactive privacy management might include
establishing personal guidelines for information sharing before using Al
systems, implementing systematic practices for reviewing and deleting
conversation histories, and using technical tools to monitor and control data
flows, These proactive strategies require both awareness of privacy risks
(driven by privacy concerns) and technical capability to implement preventive
measures (provided by information security competency).

Moreover, the rapidly evolving nature of generative Al technologies creates
a knowledge gap that information security competency helps address. Users
with high security competency are better equipped to stay informed about
emerging privacy risks, understand updates to AI systems data handling
practices, and adapt their protective behaviors accordingly (Feretzakis et al.,

2024). This adaptability is crucial in a technological landscape where privacy
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threats and protective measures are constantly evolving, Based on this
theoretical foundation and empirical evidence, we hypothesize:
H3:. Information security competency will moderate the relationship between
privacy concern and privacy protection behavior, such that the positive
relationship will be stronger when information security competency IS

higher,

5. Methods

1) Data and Study sample

This study utilized the cross—sectional data from the User Panel Survey in
Intelligent Information Society, conducted by the Korea Communications
Commission and the Korea Information Society Development Institute from
October to December 2023, and released in June 2024, The survey included
0,378 male and female household members aged 15 to 69 living in South
Korea, all of whom own smartphones and use the internet at least once a
day; 4,581 of these participants provided responses, A key characteristic of
the survey was its focus on individuals with consistent digital access, as
demonstrated by daily internet and smartphone use, The data incorporated
variables directly relevant to our analysis, including the use of generative Al,
privacy concerns, and privacy protection behaviors,

The purpose of this study was to examine whether critical digital literacy
and information security competency moderate the relationship between
privacy concerns and privacy protection behaviors in the use of generative Al
Consequently, the sample was limited to the 543 participants who had used
generative Al technologies, such as large language models (e.g., ChatGPT,

Gemini) and image generation models (e g., DALL—E, Stable Diffusion), at the
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time of the survey., Among the participants, 54.3% were male and 45, 7% were
female, The age distribution included 6.7% in their teens, 26.4% in their 20s,
26.7% in their 30s, 20.1% in their 40s, 14,2% in their 50s, and 6.0% in their
60s, Regarding education level, 24 5% had a high school diploma or lower,
while 75.5% had a college degree or higher, The average monthly household
income distribution was 8,1% earning under $3,000; 34.9% between $3,000 and
$5,000; 40.1% between $5,000 and $7,000; and 16,9% over $7,000 (see Table 1),

(Table 1) Sample characteristics (n=543)

n %

Male 295 54,31

Gender
Female 248 45,69
10s 36 6.66
20s 143 26,37
30s 145 26.68

Age Group
40s 109 20.13
50s 7 14.16
60s 33 6.00
High school graduate or lower 139 24.49
Education Level

College graduate or higher 404 75.51
Less than $3,000 44 8.1
Monthly Household Between $3,000 and $5,000 190. 34.91
Income Between $5,000 and $7,000 217 40.05
Over $7,000 92 16.93

6. Measures

1) Privacy protection behavior

Privacy protection behavior in the use of generative Al was measured using
responses to the question, How often do you do the specific activities when

using generative AI? in relation to privacy protection, The question included
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nine items, with representative items being 1 try to avoid providing
personally identifiable information, T avoid sharing personal photos or
videos, and T delete conversation history if necessary. Responses were
averaged across all items and measured on a 5—point Likert scale (1=
‘Strongly Disagree', 2= ‘Disagree’, 3= 'Moderately Agree', 4= ‘Agreey, o=
‘Strongly Agree). Higher average scores indicate a greater tendency among
generative Al users to engage in privacy—protective behaviors, The Cronbach’s
alpha value for the scale was 0,89, indicating high reliability, The mean score

was 3.39 with a standard deviation of 0, 73,

2) Privacy concern

Privacy concern in the use of generative Al was measured by responses to
the question How concerned are you about certain situations when using
generative AI?" This question comprised seven items, with representative items
including T am afraid that my personal information will be stored and
learned’, T am afraid that my identity will be identified’, and T am afraid
that my personal information will be provided to third parties without
permission . Responses were averaged across all items and measured on a
5—point Likert scale (1= Not at all concerned’, 2= 'Slightly concerned’, 3=
‘Moderately concerned’, 4= Very concerned', 5= 'Extremely concerned’), with
higher mean scores indicating greater privacy concerns among generative Al
users., The Cronbach’'s alpha value for the scale was 0.82, indicating high

reliability, The mean score was 3.58 with a standard deviation of 0,61,

3) Critical digital literacy

Critical digital literacy was measured using responses to the question, How

would you describe your level of critical digital literacy?’ This question
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included four items, representative of which are 1 can distinguish credible
information in search results from other sources, 1 can identify information
and sites that are scams or phishing sites, and T can identify the source of
information I find' Responses were averaged across all items and measured
on a 5—point Likert scale (1= Not at all, 2= ‘Slightly, 3= Moderately, 4=
‘Highly, 5= Very much), with higher mean scores indicating higher levels of
critical digital literacy. The Cronbach’'s alpha value for the scale was 0,85,
indicating high reliability, The mean score was 3.45 with a standard deviation

of 0,80,

4) Information security competency

Information security competency was measured by responses to the question,
How would you describe your level of information security competency?’ This
question consisted of three items: T can set the public scope of my posts on
social media or message boards, T can protect my devices against malware
(viruses, spyware, etc,)’, and T can delete cookies and browsing history from
my PC/smartphone/tablet. Responses were averaged across all items and
measured on a 5-point Likert scale (1= 'Not at all, 2= ‘Slightly, 3=
‘Moderately’, 4= ‘Highly’, 5= Very much’), with higher mean scores indicating
higher levels of information security competency., The Cronbach’'s alpha value
for the scale was 0.83, indicating high reliability, The mean score was 3,08

with a standard deviation of 0, 82,

5) Covariates

Covariates included the followings: Gender (1 = female, 0 = male), age
groups (1= 10s; 2= 20s; 3= 30s; 4= 40s; 5= 50s; 6= 60s), education level (1=
college graduate or higher, 0 = High school graduate or lower), and monthly
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household income (1= less than $3,000; 2= $3,000 to $5,000; 3= $5,000 to
$7,000; 4= more than $7,000).

6) Analytic strategies

This study conducted statistical analyses in two steps. First, Pearson
correlation analysis was used to analyze the relationships between privacy
protection behavior, privacy concern, critical digital literacy, and information
security competency. Second, multiple regression analysis was conducted to
examine the influence of privacy concern on privacy protection behavior and
to assess whether critical digital literacy and information security competency
moderate this relationship. A stepwise modeling approach was employed to
examine the impact of influencing factors, rather than introducing them all at
once, Specifically, in model 1, privacy concern and covariates were included,
Subsequently, in model 2, the moderating variables—critical digital literacy
and information security competency—were added, In model 3, the interaction
terms between privacy concern and the moderating variables were included., The
independent and moderator variables were centered to reduce multicollinearity,

All analyses were conducted using the Stata 18,0 statistical package,

7. Results

1) Relationships between privacy protection behavior, privacy

concern, critical digital literacy, and information security competency

The correlation analysis results presented in Table 2 provide insights into
the relationships between privacy protection behavior, privacy concern, critical

digital literacy, and information security competency among the 543
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participants,

There was a significant positive correlation between privacy protection
behavior and privacy concern (r = 242, p < .001). This indicates that higher
levels of privacy concern were associated with increased privacy protection
behavior, The correlation between privacy protection behavior and critical
digital literacy was not significant (r = 003, p » .05), suggesting no strong
linear relationship between these variables, There was a significant negative
correlation between privacy protection behavior and information security
competency (r = —.104, p < .05), This indicates that higher information
security competency was associated with decreased privacy protection
behavior,

The correlation between privacy concern and critical digital literacy was
positive but not significant (r = 008, p » .05), indicating no strong linear
relationship between these variables, The correlation between privacy concern
and information security competency was positive and not significant (r =
.026, p » .05), indicating no strong linear relationship between these
variables, There was a significant positive correlation between critical digital
literacy and information security competency (r = .677, p < .001). This
suggests that higher levels of critical digital literacy were strongly associated

with higher levels of information security competency,

(Table 2) Pearson’'s correlation analysis results (n=543)

Privacy protection . Critical digital Information security
. Privacy concern .
behavior literacy competency
Privacy protection 1
behavior
Privacy concern 242%** 1
Critical digital literacy .003 .008 1
Information securit
Y — 104* 026 677 1
competency
EE 3 p < 001
123
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2) Factors associated with privacy protection behavior in the use

of generative Al

The study examined the factors influencing privacy protection behavior in
the use of generative AI, focusing on privacy concern (PC), critical digital
literacy (CDL), and information security competency (ISC) (Table 3). The
analysis included three models, with Model 1 examining the main effects of
privacy concern, Model 2 incorporating additional variables, and Model 3
including interaction terms,

In Model 1, privacy concern (PC) was found to have a significant positive
effect on privacy protection behavior (b = .280, p < .01). This indicates that
higher levels of privacy concern are associated with increased privacy
protection behavior,

Model 2 included critical digital literacy (CDL) and information security
competency (ISC) along with privacy concern (PC). Privacy concern remained a
significant positive predictor (b = 287, p < .01). Critical digital literacy (CDL)
did not have a significant effect (b = .097, p = .113). However, information
security competency (ISC) showed a significant negative effect on privacy
protection behavior (b = —.180, p < .01), indicating higher levels of privacy
protection behavior are associated with decreased privacy protection behavior,

Model 3 further included interaction terms between privacy concern (PC) and
both critical digital literacy (CDL) and information security competency (ISC).
In this model, privacy concern (PC) continued to be a strong predictor of
privacy protection behavior (b = .355, p < .001). Critical digital literacy (CDL)
still did not have a significant direct effect (b = .221, p = .056), while
information security competency (ISC) maintained its significant negative
effect (b = —.225, p < .001). The interaction term between privacy concern

(PC) and critical digital literacy (CDL) was significant (b = 142, p < .01),
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indicating that the effect of privacy concern on privacy protection behavior is
positively moderated by critical digital literacy. The interaction term between
privacy concern (PC) and information security competency (ISC) was also
significant (b = — 225, p < .001), indicating a negative moderation effect of
information security competency on the relationship between privacy concern
and privacy protection behavior,

The control variables included in the analysis were gender, age, education,
and income, Among these, being in the 30s age group and having a monthly
household income over $7,000 showed significant effects in some models,
Specifically, age group 30s showed significant effects in Model 1 (b = .357, p
{ .05) and Model 2 (b = 292, p < .05), and monthly household income over
$7,000 showed significant negative effects in all models, particularly in Model
2 (b = —.424, p < .01) and Model 3 (b = —.331, p < .05). Other age and
income groups, as well as college education and gender, did not show
significant effects in the models,

The model fit was evaluated using R—squared values, which indicated that
Model 3 explained the most variance in privacy protection behavior (R® =
.283). The significance levels of the models were all below 001, indicating

that the models were statistically significant overall,
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(Table 3) Multivariate analysis results (n=543)

Model 1 Model 2 Model 3

b SE. t p b SE t p b SE t p
Female —-.007 | .068 | —.100 924 —-.019 067 | —.280 780 .032 .061 540 592
Age group: 10s vs,
20s 275 170 1.620 106 240 162 1.480 139 153 160 .960 340
30s 357 173 2.070 | .039* 292 166 1.760 .079 162 161 1.000 315
404 270 183 1.480 141 216 179 1.210 228 .036 173 210 .835
50¢ 245 175 1.400 163 161 169 950 340 100 166 .600 547
60s 340 173 1.970 .050 197 174 1130 260 .036 77 210 837

College graduate or

. —-033 | 099 | =330 | .740 | —028 | 099 | —290 | .775 | —.039 | .095 | —410 681
higher

Monthly household
income: { $3k vs,

$3k~$5k 078 | 129 | 600 | 546 | 070 | 138 | 510 | 610 | .107 | .108 | .990 | .323
$5k~$7k -010 | 133 | —080 | .937 | —026 | 142 | —180 | .857 | .084 | 13 | 740 | .458
Over $7k -397 | 159 |-2500| .013* | —424 | 163 |-2.600| .009 | —331 | 141 |-2350| .019
pC? 280 | .08t | 3.480 | .001** | 287 | .084 | 3.430 | .001** | 355 | .062 | 5750 |.000***
CDL® .097 | 061 | 1590 | M3 | 192 | .058 | 3290 | .001**
Isc® -180 | .067 |-2.700| .007** | —225 | 059 |—3.810 |.000***
PC* CDL 221 116 | 1.920 | .056
PC* ISC -667 | .109 | —6.110 |.000***
Prob ) F {.001 <.001 <.001

R? 128 149 283

a= Privacy concern; b= Critical digital literacy; c= Information security competency
*** p (.001; ** p .01 *p (.05

8. Discussion

This study examined the relationship between privacy concern and privacy
protection behavior in the use of generative Al, with particular focus on the
moderating roles of critical digital literacy and information security
competency. Grounded in privacy calculus theory, this research contributes to
our understanding of how individuals manage privacy risks in the emerging
context of generative Al technologies such as ChatGPT, Gemini, and DALL-E,

The findings provide strong support for HI, confirming that privacy concern
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is positively associated with privacy protection behavior in generative Al use,
This result aligns with privacy calculus theory's core proposition that
individuals who perceive higher privacy risks engage in more protective
behaviors to mitigate those risks (Dinev & Hart, 2006; Xu et al,, 2011), In
the generative Al context, users who are concerned about their personal
information being stored and learned by Al systems, their identity being
identified, or their data being shared with third parties without permission
are more likely to adopt protective strategies such as avoiding personally
identifiable information, refraining from sharing sensitive content, and
actively managing conversation histories, This finding extends privacy calculus
theory to the novel domain of generative AI, demonstrating that the
fundamental cost—benefit calculation mechanism remains robust even in
technologically complex and rapidly evolving digital environments,

The results also provide support for HZ2, revealing that critical digital
literacy positively moderates the relationship between privacy concern and
privacy protection behavior, although this effect reached only marginal
significance, The direction and magnitude of the effect support the theoretical
expectation that critical digital literacy enhances users’ ability to translate
privacy concerns into concrete protective actions, Users with higher critical
digital literacy possess superior analytical capabilities to assess privacy risks
in generative Al systems, understand the implications of data permanence in
Al training, and recognize inference capabilities that enable Al systems to
extract sensitive information from seemingly innocuous prompts (Shouli et al,,
2025; Beck et al,, 2021). This enhanced understanding enables -critically
literate users to implement more sophisticated and targeted protective
strategies when they experience privacy concerns, The marginally significant
result may reflect the complexity of measuring critical digital literacy in
rapidly evolving Al contexts, where even digitally literate users may be
developing their understanding of Al-—specific privacy risks, Future research
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with refined measures of Al—specific critical literacy may yield stronger
effects, In addition, the small effect size of the PC X CDL interaction does
not indicate weakness but rather reflects the inherent statistical challenges of
detecting moderation effects, The fact that we detected a significant effect at
all, with adequate power, supports the robustness of the finding,

Unexpectedly, the findings revealed that information security competency
negatively moderates the relationship between privacy concern and privacy
protection behavior, contrary to H3. This counterintuitive result suggests that
as users information security competency increases, the positive relationship
between privacy concerns and protective behaviors actually weakens
substantially, This paradoxical finding can be interpreted through the lens of
optimistic bias and the illusion of control, Research on information security
has consistently documented that individuals with higher perceived security
competency exhibit stronger optimistic bias, believing that negative security
events are less likely to happen to them compared to others (Rhee et al.,
2012). Security—competent users may overestimate their ability to manage
Al—related privacy risks, leading to complacency in implementing protective
measures despite harboring privacy concerns, The I am fine but you are not”
phenomenon—where technically skilled individuals systematically underestimate
their personal vulnerability—appears particularly pronounced in the generative
Al context, where the complexity of Al systems may create a false sense of
mastery among competent users,

This negative moderation effect may also reflect risk compensation, where
individuals adjust their behavior to compensate for perceived changes in risk
(Peltzman, 1975)., Users with high information security competency may
believe their technical skills provide sufficient protection, leading them to
share more information with generative Al systems despite privacy concerns,
They might rationalize that they can manage consequences through post—hoc

measures such as deleting conversations or adjusting privacy settings, without
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recognizing that data may have already been incorporated into Al training
processes, This overconfidence effectively decouples privacy concerns from
protective behaviors, undermining the protective motivation that concerns
would otherwise provide,

The knowledge—action gap in information security behavior offers an
additional explanation for this unexpected finding, While competent users
possess the technical knowledge to implement protective measures, they may
fail to consistently apply that knowledge in practice due to cognitive biases,
heavy workloads, or the conversational nature of generative Al that requires
continuous micro—decisions about information sharing (Merete Hagen, &
Albrechtsen, 2009). The disconnect between possessing security competency
and executing security behaviors suggests that technical skills alone are
insufficient to ensure privacy protection, rather, sustained vigilance and
consistent application of protective practices are necessary.

An interesting pattern emerges when comparing the moderating effects of
critical digital literacy and information security competency. While both
constructs are highly correlated, they exert opposite moderating effects on the
privacy concern—behavior relationship, Critical digital literacy enhances the
translation of concerns into actions through improved analytical and
evaluative capabilities, whereas information security competency paradoxically
weakens this relationship through overconfidence mechanisms, This divergence
suggests that cognitive and analytical skills (critical digital literacy) are more
protective than technical execution skills (information security competency) in
the generative Al context, The analytical dimension of critical digital literacy
may foster realistic risk assessment and sustained vigilance, while the
technical dimension of security competency may breed false confidence and
complacency.

The direct effects observed in the regression models provide additional
insights, Critical digital literacy showed a significant positive direct effect on

129

Privacy Protection Behavior in Generative Al Use \0



privacy protection behavior, suggesting that critically literate users engage in
more protective behaviors overall, independent of their privacy concern levels,
This indicates that critical digital literacy promotes a general orientation
toward privacy protection that extends beyond reactive responses to specific
concerns, Conversely, information security competency showed a significant
negative direct effect on privacy protection behavior, reinforcing the
interpretation that security competency may foster overconfidence that
reduces baseline protective behaviors even in the absence of specific privacy
concerns,

This study makes several important theoretical contributions to privacy
research, First, it extends privacy calculus theory to the novel context of
generative Al, demonstrating that the fundamental mechanism of cost—benefit
analysis remains applicable but manifests uniquely in Al—driven environments,
The confirmation of H1 establishes that privacy concerns continue to motivate
protective behaviors even in technologically complex systems where privacy
risks are less transparent and more difficult to assess than in traditional
digital platforms,

Second, the study introduces critical digital literacy and information security
competency as key moderators in the privacy calculus process, advancing our
theoretical understanding of individual difference factors that shape privacy
decision—making, The contrasting moderating effects of these two constructs
reveal important nuances in how different types of digital competencies
influence privacy behaviors, Critical digital literacy, with its emphasis on
analytical and evaluative capabilities, emerges as a protective factor that
enhances privacy protection, while information security competency, despite
its  technical  focus, paradoxically  undermines  protection  through
overconfidence mechanisms, These finding challenges simplistic assumptions
that all forms of digital competency uniformly promote better privacy

practices,
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Third, the unexpected negative moderation effect of information security
competency highlights the mneed to integrate cognitive bias theories—
particularly optimistic bias, and illusion of control—into privacy research, The
substantial magnitude of this negative effect suggests that overconfidence
among security—competent users represents a significant vulnerability in Al
privacy protection, These findings suggest that privacy calculus theory should
be expanded to account for systematic deviations from rational decision—
making, especially among users who perceive themselves as technically
competent, The integration of cognitive bias perspectives enriches privacy
calculus theory by acknowledging that the cost—benefit calculation process can
be systematically distorted by overconfidence and false perceptions of control,

The findings offer several important practical implications for Al developers,
policymakers, educators, and users. First, the strong positive relationship
between privacy concern and privacy protection behavior suggests that raising
awareness about Al—specific privacy risks can effectively motivate protective
behaviors, Privacy education programs should emphasize the unique risks
associated with generative Al, including how user inputs may be incorporated
into training data, the challenges of deleting information once shared with Al
systems, and the inference capabilities that allow Al to extract sensitive
information from context clues.

Second, the positive moderating effect of critical digital literacy underscores
the importance of promoting analytical and evaluative skills rather than
purely technical skills in digital literacy education, Educational interventions
should focus on developing users abilities to critically assess privacy risks,
understand power dynamics in Al systems, and translate privacy awareness
into concrete protective strategies, Al—specific digital literacy programs
should teach wusers about machine learning processes, data persistence,
algorithmic inference, and the business models underlying free Al services
that depend on user data,
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Third, the strong negative moderating effect of information security
competency presents a significant challenge for privacy education and
intervention design, This finding suggests that traditional security training
approaches that emphasize technical skills may inadvertently foster
overconfidence and complacency, particularly among more competent users,
Privacy education programs should explicitly address cognitive biases such as
optimistic bias and illusion of control, helping even technically competent
users recognize their vulnerability to Al-related privacy risks, Training
should emphasize that technical competency does not equate to immunity from
privacy threats and that sustained vigilance is necessary regardless of skill
level,

Fifth, policymakers should consider regulations that mandate transparency
in Al data practices and provide users with meaningful control over their
data, Given that even competent users may underestimate Al—specific privacy
risks due to overconfidence, regulatory frameworks should establish baseline
protections that do not rely solely on user vigilance, This might include
restrictions on using conversational data for model training without explicit
consent, requirements for data deletion capabilities that extend to training
datasets, and mandatory privacy impact assessments for generative Al
systems,

This study has several limitations that suggest directions for future
research, First, the cross—sectional design precludes causal inference about
the relationships among privacy concern, digital competencies, and privacy
protection behavior, While our findings are consistent with the theoretical
causal mechanisms proposed by privacy calculus theory, we cannot definitively
establish the direction of causality from our data alone, Several alternative
causal explanations warrant consideration, Reverse causality is possible for all
observed relationships, For example, rather than privacy concerns causing

protective behaviors, engaging in protective behaviors may heighten awareness
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of privacy risks, thereby increasing concerns, Conversely, those who share
more information might inflate their perceived information security
competency to reduce cognitive dissonance about their less protective
behaviors, The unexpected negative moderating effect of information security
competency particularly warrants deeper investigation through longitudinal
and experimental designs. Longitudinal research could examine how privacy
concerns and protective behaviors evolve as users gain experience with
generative Al, and whether the moderating effects of digital competencies
change over time, Experimental studies manipulating privacy awareness or
competency levels could establish causal relationships and test whether
interventions that explicitly address overconfidence can reverse the negative
moderation effect, Qualitative research employing in—depth interviews or
think—aloud protocols could illuminate the psychological mechanisms—
particularly cognitive biases such as optimistic bias and illusion of control—
that explain why security—competent users fail to translate privacy concerns
into protective behaviors,

Second, the measures of critical digital literacy and information security
competency were based on self—reported assessments, which may be subject to
social desirability bias and may not accurately reflect actual capabilities, The
strong correlation between these constructs suggests potential measurement
overlap that should be addressed in future instrument development, Future
research should employ objective measures of digital competencies, such as
performance—based assessments or behavioral observations, to more accurately
capture users actual skills and distinguish between perceived versus actual
competency levels, This is particularly important for understanding the
Dunning—Kruger effect in Al privacy contexts (Guan et al,, 2025), where
individuals with moderate competency may exhibit the greatest overconfidence,
Specifically, future studies could incorporate scenario—based tasks, technical
proficiency tests, log data analysis from actual Al platform usage, and screen

133

Privacy Protection Behavior in Generative Al Use \0



recording studies to triangulate self—reported measures with objective
indicators of competency and behavior,

Third, the sample was limited to South Korean generative Al users, which
may limit generalizability to other cultural contexts, Several characteristics of
the Korean context may have influenced our findings and should be
considered when interpreting results, First, South Korea's advanced digital
infrastructure and high smartphone penetration rate may have resulted in
higher baseline digital competency levels than populations in countries with
less developed technological infrastructure., Second, South Korea's relatively
collectivistic cultural values may influence how privacy is conceptualized and
managed, In collectivistic cultures, privacy concerns may be more oriented
toward group harmony and social relationships rather than individual rights
(Cho et al,, 2009)., The strength of the privacy concern—behavior relationship
may be stronger in more individualistic Western societies where privacy is
viewed primarily as an individual right, Third, privacy norms, digital literacy
levels, and attitudes toward AI vary significantly across cultures,
Cross—cultural research is needed to examine whether the relationships
observed in this study—particularly the paradoxical negative moderation of
information security competency—hold across different cultural contexts,
regulatory frameworks, and stages of Al adoption, Additionally, future
research should examine how task characteristics and use contexts (e.g.,
personal entertainment vs, professional work vs, sensitive consultations)
moderate the relationships among privacy concerns, competencies, and

behaviors in generative Al use,
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